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Section I. The Project
A. Background  The Deputy for the Information Technology Services Division issued a

Memorandum on January 9, 1997 identifying the necessity and challenges of establishing a Development Plan for the World Wide Web resources for the United States Naval Academy.

B. Project Definition  USNA’s Web development is quickly becoming very demanding. To date there is no formal plan.  Without a solid plan it could easily evolve into a collage of unmanageable data instead of planned into useful information capable of being systematically updated real-time.  As a minimum a well thought out plan must address the following:

A.
Uses and functionality

B.
Architecture

C.
Tools

D.
Management

E.
Policy

F.
Security

G.
Reliability

H.
Training Plan

I.
 Network & Systems impact

J.
 Cost..funding..overhead

C. Project Objectives Over the next year, as a team, we will accomplish the following:

A.
Establish a Web Masters’ Users Group. 

B.
Set up and organize training. 

C.
Review standards and policy.

D. Study, Formulate, and Execute The Development Plan

D. Project Considerations Our concept of using Web functionality must be well defined and the associated cost of that functionality must be computed. The following points must be considered:

A.  Using the Web for mission essential requirements or classroom education is time sensitive and has totally different administration, reliability, security requirements than using the Web for entertainment or casual investigation of non-urgent information.  

B. 
Functionality requirements will have a major impact on enterprise networking. As an example we should be visionary enough to be aware of projected bandwidth requirements.

C. 
Data management is critical.  It is time consuming and has the potential to negatively impact the Academy.  Data must be accurate and appropriate proper - real time. This requires a well trained and organized web masters group.

D.
Attempting to use the WWW for everything you do can be counter productive.  This includes developing Web applications in lieu of executing previously planned, agreed-upon, and prioritized work.

E. Time Line
USNA WWW Internet & Intranet Development Plan
09 Jan 97
Mr. Giannotti briefed my new project

16 Jan 97
I submitted a proposed project time line

21 Jan 97
I received a copy of Mr. Giannotti’s brief of 09 Jan 97

21 Jan 97
Convened USNA Webmasters Users Group

25 Feb 97
Briefed proposed USNA WWW Development Plan to JSACC

04 Mar 97
Convened USNA Webmasters Users Group

14 Mar 97
Phase I IPR 

05 Apr 97
Convened USNA Webmasters Users Group

Summer 97
Begin Organizing Subcommittees

27 Aug 97
Phase II IPR - Project Extended 1 Semester

18 Sep 97
USNA Webmasters Users Group Convened; 2nd invitation

to participate on this project was extended.

Dec 97
Call For Committee Reports

18 Dec 97
New USNA Homepage Installed

09 Jan 98
Phase II IPR

Feb 98
Phase II IPR

F. Updates to This Project

Items added to the Plan since the 09 January 1998 IPR
1. Added this section to the Plan.

2. Established a Tasks Remaining Section.


Committee Reports :


1. In the Establish a Webmasters Users Group Section :

 

Identify and add a set of links to professional on-line periodical resources.

2. From the Uses and Functionality Report :

Re-open the Committee due to new discoveries at UPenn & RPI.

3. From the Training Plan Section :

In the Process Section :

-  Continue to grow the Webmasters Users Group as a training resource.

-  Begin to work with the IRC in identifying questions and supplying answers.
In the Remaining Issues Section :

-  Develop other tools courses as tools are identified and procured.  

-  Explore the possibility of hiring a contractor to develop and teach courses.

-  Add links from the existing on-line course back to the Webmasters Pages.


Project Recommendations :


1. In the Additional Uses and Functionality for USNA Section :

Add a  Long Term Considerations Section 

Sound

Video

Animation

Teleconferencing

VRML

2. In the Security Recommendations Section :

-  How to develop our own in-house expertise.

-  Coordinate with USNA Information Systems Security Officer.

-  Coordinate Efforts and Information with the Institutional Security Project.

3. In the Items for Budget Consideration Section :

- Completed a reorganization of the information.

- Dollar amounts have been added.


Miscellaneous Information :


1. In the Index of Participants Section :

- formalized titles and departments

G. Tasks Remaining ( 12 Feb 98 )
Establish A Webmasters Users Group
Remaining Issues.

1. Add all of the resources identified in the Committee work to the Webmasters

Resource page, such as design links, security links, current industry event links, etc.

2. Identify and add a set of links to professional on-line periodical resources.

Uses And Functionality Committee
Remaining Issues.

Original Committee Work is currently complete.  However, by reviewing the work

currently being done at University of Pennsylvania, it is time to start planning beyond

this year’s project in the area of Uses and Functionality.  In addition, PRI is integrating

the web with the classroom with a package called WebCT from the University of

British Columbia.  We think these are examples of solid integration that deserve

closer inspection.

Architecture Committee
Remaining Issues.

1. Finalize authentication scheme so that we can produce a true intranet solution.

2. Finalize the list of guidelines to be included in the USNA WWW Guidelines.

3. We haven’t decided on the use of counters.

4. We haven’t decided wether to impose a strict set of guidelines for pages below the

top 2 levels.

5. Finalize and integrate a list of guidelines based upon Committee research done

this summer.

Tools Committee
Remaining Issues.

1. Provide guidance once the authentication strategy is finalized.

2. Provide guidance to/for Policy on the use and management of Chat Room software.
3. Revisit the selection of the advanced development tool.
Policy
Remaining Issues.

1. Formally adopt items  from the above list into existing documents.


2. Finalize decision of page counters.

3. Finalize decision of the degree and extent of USNA page design.

4. Additional policy requirements for USNA intranet.

5. Additional policy requirements for chat room software.
Security
Remaining Issues.

1. Have not completed discussion of Java, Active-X, and public availability of

cgi-bin.

Training Plan
Remaining Issues.

1. Once the advanced HTML tool is identified, a course will be created for it.

2. Do we want to go with an outside contractor or attempt to teach our selves ?

3. Develop other tools courses as tools are identified and procured.  

4. Explore the possibility of hiring a contractor to develop and teach courses.

5. Add links from the existing on-line course back to the Webmasters Users Group pages.

Cost..Funding..Overhead






Remaining Issues.

1. Identify the estimated life cycle management costs.

2. Approve or disapprove items on the list.

Section II. The World Wide Web Development Plan

A. Establish A Webmasters Users Group

Objective.

Establish a USNA Webmasters Users Group that is responsible for the oversight,

development, and management of the Academy’s internet/intranet resources.
Process.

Compile functional requirements based upon direction from the Deputy for the Division of Information Services Division, experience as Webmaster for 3 years, and desires of the

page developers.

Plan of Action.

1. Generate charter for the group.

2. Identify each member by name...address...organization...home page server.

3. Define authority to develop and modify home page data.

4. I.D. other people, allowed by their organization, to modify home page data.

5. I.D. who in their organization is responsible for verifying data for content and accuracy.

6. I.D. length of time each web master will serve as web master.

7. Prepare document with this information for publishing.
8. Have an organizational meeting to brief the USNA WWW Development Plan.

9. Solicit members to contribute to the various committees associated with the Development

plan.

10. Execute the Development Plan.

11. Establish a Webmaster’s page of resources ( http://www.nadn.navy.mil/Masters ).

12. Establish a list-serve as a means of communicating quickly and effectively.

13. Have regular meetings to provide development and administrative oversight.
Actions to Date.

1. USNA Webmasters Users Group Charter established and approved.

2. USNA Webmasters Users Group matrix compiled and established.

3. Development Plan briefed to the Users Group.

4. Committees have been meeting since the Spring of 1997.

5. Final Committee Reports were submitted December 1997.

6. USNA Webmasters Users Group has met 4 times in 1997.

7. List-serve is operational.
Remaining Issues.

1. Add all of the resources identified in the Committee work to the Webmasters

Resource page, such as design links, security links, current industry event links, etc.

2. Identify and add a set of links to professional on-line periodical resources.

B. Set up and organize training

After reviewing the overall project, this section is addressed in the Training Plan

portion of the Development Plan.
C. Review standards and policy

After reviewing the overall project, this section is addressed in the Policy

portion of the Development Plan.
D. Study, Formulate, and Execute The Development Plan

1. Committees were established and populated per the 9 Jan 97 Memo.

Once the committees began meeting, it became apparent that the Development

Committee was not needed.  Rather, Development is a component of other

committees.  Those members were redistributed to other committees.

A Committee WWW Resource Page has been established at 

http://www.nadn.navy.mil/Masters/members.htm

This page identifies all of the committees, their objectives, committee members,

and email addresses.  In addition, as committees continued to meet, each committee

established its own page of resources to share with other committees.

2. Committee Strategy

As we progressed with our work, it became apparent that we needed to

better educate ourselves with the issues, technology, and its application.  I

identified resources for the different committees to study in preparation of their

work.

3. Committee Dependency

As Committees began exploring their subject area, inter-dependency issues with

other committees surfaced.  That information was forwarded to the appropriate 

committee(s).  For example, the Budget Committee needed input  from the Tools Committee.

The Training Committee needed  information from the Tools and Uses Committees.

The Management Committee needed information from the Policy and Uses

Committees.

1. Uses And Functionality Committee

Objective.

Identify the current and potential uses of the WWW to support the Mission of the

Naval Academy.  Items include training, education, management, mission critical

systems, and others.
Process.

1. Completed an inventory of the current USNA WWW functions.

2. Reviewed Yahoo’s list of top 100 wired colleges to identify additional uses and

functionality.

3. Reviewed and critiqued the top 100 wired colleges. While reviewing the other

schools, attempt to find a predetermined set of information.

Contributions to Other Committees.

1. Submitted a list of new uses and functionality for consideration.
2. Created several potential USNA homepage redesigns.

3. Provided excellent input to the Architecture Committee for redesign, guidelines,

and policy.

4. Identified additional tools that would support the academic environment, such as

BBS and chat room software.

5. Identified the requirement of Authentication to the Security Committee.

6. Identified the associated Management and Policy issues to support professor homepages.

7. There are several Commercial Off The Shelf (COTS) packages that may require

specific Operating Systems - Management Committee, Security Committee, and

Cost, Funding, and Overhead Committee.


Remaining Issues.

Original Committee Work is currently complete.  However, by reviewing the work

currently being done at University of Pennsylvania, it is time to start planning beyond

this year’s project in the area of Uses and Functionality.  In addition, PRI is integrating

the web with the classroom with a package called WebCT from the University of

British Columbia.  We think these are examples of solid integration that deserve

closer inspection.

2. Architecture Committee

Objective.

Explore an improved web organizational model and improved human interface,

formulate an intranet/internet strategy, and implement a site search capability.
Process.

1. Identified and studied several www resources that dealt with Improved Human

Interface Issues, Web Organizational Models, Navigation Strategies, Internet vs. Intranet

Solutions, and mandatory government standards.

2. Visited Yahoo’s Top 100 Wired College list and critiqued each site.  This was done

in conjunction with the Uses & Functionality Committee efforts.

3. Create a list of criteria for our redesign efforts.

4. Create a list of items to avoid.

5. Identified functional requirements for search engine solutions.
6. Created several proposals for the USNA redesign.

7. Solicited votes and comments from the USNA Webmasters Users Group.

8. Adjusted the final design based on comments.

9. Tested several search engines and installed our selection with the final web design.

Actions to Date.

1. Installed final design in December 1997.

Contributions to Other Committees.
1. Work completed here impacts the Policy Committee, Security Committee, and 

Tools Committee.
Remaining Issues.

1. Finalize authentication scheme so that we can produce a true intranet solution.

2. Finalize the list of guidelines to be included in the USNA WWW Guidelines.

3. We haven’t decided on the use of counters.

4. We haven’t decided wether to impose a strict set of guidelines for pages below the

top 2 levels.

5. Finalize and integrate a list of guidelines based upon Committee research done

this summer.

3. Tools Committee

Objective.

Identify the functional requirements of the web development efforts at USNA,

compile a list of currently available tools, test them, and make recommendations

towards an Institutional standard.


Process.

1. The Tools Committee meet regularly to identify Academy web requirements.

2. Received input from the Uses & Functionality Committee and the

Management Committee.

3. Briefed Committee members on different packages.


4. Identified a list of current requirements and submit recommendations.

5. Identified a list of future requirements for consideration.

6. Identified the need for 2 sets of tools : one for the casual user and one for the more

advanced user.
Contributions To Other Committees.

1. Server Software change to support authentication.
Remaining Issues.

1. Have not made final recommendations for the following functional areas :

Advanced HTML Page Development

Java

Log File Analyzer

4. Management

Objective.

Explore all aspects of managing the WWW assets of the Naval Academy.  Provide

guidance and recommendations for effectively managing this project.

Process.

1. Review existing policies : Department of Defense, Department of Navy, and

USNA Policy Statement.

2. Gather input from other committees based upon their work.
3. Formulate a list of issues that must be considered for the management of the USNA

WWW resources.

Remaining Issues.

1. Provide guidance once the authentication strategy is finalized.

2. Provide guidance to/for Policy on the use and management of Chat Room software.
3. Revisit the selection of the advanced development tool.
5. Policy

Objective.

Modify existing USNA WWW Policy to accurately meet the requirements of the

Department of Defense, Department of the Navy, the Naval Academy, Federal

Law, and contract obligations.
Process.

1. Review existing USNA Policy Statement.

2. Identify and review Federal, DoD, and DoN Policies.

3. Receive recommendations from other committees.
4. Composed a list of recommended changes to existing USNA Policy & Guidelines.

5. Composed a list of changes based upon Department of Defense Policy.

6. Composed a list of changes based upon Department of Navy Policy.

7. Received a list of recommendations from the Architecture Committee to be included.

8. Identify a strategy for more effectively enforcing USNA Policy and Guidelines.
Remaining Issues.

1. Formally adopt items  from the above list into existing documents.


2. Finalize decision of page counters.

3. Finalize decision of the degree and extent of USNA page design.

4. Additional policy requirements for USNA intranet.

5. Additional policy requirements for chat room software.
6. Security

Objective.

Identify and explore issues of security as they pertain to the World Wide Web.

During the course of study, at a minimum, consider fire walls, authentication, encryption,

Operating System issues, and Server Software selection.
Process.

1. Identified a list of on-line resources concerning security issues.

2. Study these issues.

3. Composed a WWW Security Checklist.

4. Provide analysis and direction to Management.
Remaining Issues.

1. Have not completed discussion of Java, Active-X, and public availability of

cgi-bin.

7. Reliability

Objective.

Given the transition of the use of the Web for mission critical applications, study

the existing system and identify requirements to increase system reliability.
Process.

1. Meet with network, systems, and webmaster to identify and discuss the current

environment.

2. Study environment : physical, electrical, servers, network, and clients.

3. Identify analysis information on current usage of systems and system resources.

4. Make short term and long term recommendations for upgrading or adding systems.
Remaining Issues.

None at this time.

8. Training Plan

Objective.

Identify training requirements and recommend solution(s).
Process.

1. Upon the recommendation of the Tools Committee, Netscape 4.x Composer is

the institutional html development tool.  Committee members met to outline an

introductory course.
2. A five-day course has been established and taught 2 times with Netscape 4.x Composer

as the tool.

3. It has been recommended and incorporated into the course that USNA Policy be

included.
4. Continue to grow the Webmasters Users Group as a training resource.

5. Begin to work with the IRC in identifying questions and supplying answers.
Remaining Issues.

1. Once the advanced HTML tool is identified, a course will be created for it.

2. Do we want to go with an outside contractor or attempt to teach our selves ?

3. Develop other tools courses as tools are identified and procured.  

4. Explore the possibility of hiring a contractor to develop and teach courses.

5. Add links from the existing on-line course back to the Webmasters Users Group pages.

9. Network & Systems Impact

Objective

Identify the impact that this project will have upon the existing infrastructure

and associated costs.
Process.

1. Identify existing and future network capabilities.

2. Identify existing server machines and loads.

3. Identify future applications that will require additional resources.

4. Make recommendations based up this information.  See the notes from the

Reliability Committee Recommendations.
Remaining Issues.

1. Continue to monitor system usage and make appropriate recommendations.

10. Cost..Funding..Overhead

Objective.

Identify current and future costs of this project.

Process.

1. Gather recommendations from the following committees :

Management

Tools

Security

Reliability

Uses and Functionality
2. Compose a pre-release list of items.
Remaining Issues.

1. Identify the estimated life cycle management costs.

2. Approve or disapprove items on the list.

Section III.  Project Recommendations
A. Additional Uses and Functionality for USNA
Present and Short Term Recommendations :
More Registration Data: Matrices, process of registration, registration data (room in sections, who took what courses when, etc.) 

Core course chat room ‑ for students to discuss online.

Course bulletin board for students to discuss online.

Online tutoring.

Counter plus log of users for each page ‑ to help developers analyze usefulness.

USNA Map and map of area (to go with Directions Page) 

Provide the required infrastructure for web-based Commercial Off The Shelf Solutions

such as the BGO Project, Library packages, and a pending Public Works package.

All members of the USNA "family" should be "viewable" on the web, easily found by search, with information such as (where appropriate, restricted if necessary): phone number, email address, office location, office hours, alpha number, link to home page, courses taught, link to home page, photograph.

All courses should have home pages with syllabi on the web, with link to official course description (AcDean's office), and containing certain standard information: instructors (with links to their hours, etc.), textbooks used, class rooms, sample exams, final exam dates and rooms (as available), etc. Much of this needs to be done on a departmental level, but with support from Ward Hall.

Development of password/security procedures. We should be able to post pages accessible only by password. (This may prove to be a convenient way to communicate articles for electronic journals. Some journals view generally posted articles as "published" and will not republish them.) (This is possible now with some servers ‑ why not Ward Hall's? For a sample, try http://c331b.sma.usna.navy.mil/hushhush/conceal.htm and when prompted use the user name mark and the password meyerson)

Student access to all their individual grades and scores from a single course as posted by instructor.

Current "NATS" programs available in web format (gmatrix***, register***, etc.). 

Long Term Considerations :
Sound

Video

Animation

Teleconferencing

VRML


B. Additions To Guidelines For Developing WWW Pages
Considerations :
Use simple, descriptive, and universally understood main subheadings. Most visitors won't understand terms like PAO or Commandant.

Use a combination of main titles and a few examples, a modified, trimmed down version of our current page.  This applies to our homepage and to Departmental level pages.  An example would be Purdue.

Have the ability to return to the USNA Homepage from anywhere. Frustration has been expressed by our team when visiting other schools that they couldn't get back to the homepage easily.

Have the ability to return to homepage of the current department or division as well. 

Design Philosophy : create multiple entry points to data : Menues, Indexes, Search Engines, Topical Lists, Organizational Structure(s).

Using non‑standard HTML constructs that are vendor specific or vendor exclusive potentially communicates a condescending arrogance to the visitor. A balance must be struck between creativity, good human interface design, and standard HTML.

Change pictures on regularly to breakup monotony.

Avoid Clutter on the homepages of new sections, such as Departments.  Spread information out a bit and have some whitespace.  Keep the opening page to 1 or 2

screens.

Pages should be completely functional with graphics turned off.

Have uniformity in the top levels, but allow individual departments flexibility. It is recommended that the department maintains uniformity within the department.

Image maps can be a real problem. From personal experience and observation while looking at the top 100 schools :

1. If done properly, there is a double presentation of information; ie, an image plus textual options for the non‑graphical options. Adds to page clutter and loading speed.

2. If done improperly, the user has no options while the page loads.

3. To update is time consuming and requires well written documentation for multiple maintainers.  For example, If I have a beautiful navigation bar that needs updating, I have to know the graphics packages, font types, colors, and re‑map coordinates to install or de-install a new option. 

An alternative is to use tables, small graphic buttons, and the proper use of the ALT construct. Options will always be present for your visitors and updating is less painful. A good example is the Wake Forest Homepage.

Continue with the broken‑link searches; we found pages with broken internal links.

Design should be driven from the least common denominator. What technology sits on the Senior Class desk ?

Keep in mind "old eyes" when considering type size and color.

Be smart about using META TAGS for search engine use. See notes from the Masters page. In addition to these notes, consider singular and plural forms of the key words as well as synonyms.  

Things to Avoid
Be careful when selecting foreground text color and background colors/images. We have seen some terrible combinations that rendered information unreadable.

Avoid black backgrounds...too depressing.

Again, when selecting foreground text color and background color, attempt to print the page to a printer. See if the text is readable. Your intent is to place information into your visitor's possession.

Avoid cutesy graphical images that represent a function. Why make the user learn "your language" ? Make the buttons' function is clear. See The Copyright Website as an example.

Be sure to use the <TITLE> tag ‑ we found pages that didn't have the <TITLE> used.

Use the <ALT> tag in images. If you are waiting for a 'slow' page, at least you can see the selections if the <ALT> tag is used. We saw pages that many graphical buttons and the <ALT> tag was not used. Very frustrating.

Avoid grossly huge images. We saw some page header graphics that were between 50k and 90k in size. This made for extremely slow downloads. Don't assume your visitors have the latest/greatest technology on their

desk.

Counters ‑ we propose not to encourage or support.

1. Don't always work.

2. They create a delay...when they work.

3. A number have gone commercial ‑ something that DoD sites need to be cautious about.

4. What's the point, anyway ?  Is your counter being used as a management tool or a trophy to the world : "Hey, we've received a bizillion hits !" What about the page that provides critical information but only receives a fraction of the hits than a page that is pure fluff. Avoid the quality vs quantity issue.

Don't use marquees.

1. Why compete with yourself ? You are already presenting information on your page. If the marquee information is important, then put it on the page.

2. Marquees render the dialogue box unusable. I like seeing where a URL is pointing, or how large a graphic file is that is coming in, or what a button definition is for the tools that I am using.

Avoid frames for the top level pages.

If you are going to use tables to simulate frames, be careful defining the full page width. If you define at 800 pixels and the visitor's monitor is set at 600, there is a region of the page that can only be viewed by scrolling right.

C. Tools Recommendations
1. Current Needs 

a. Development Tools

HTML Page Development 

Basic : Composer component of Netscape Communicator 4.x

Advanced (TBD) : Microsoft FrontPage, HotDog Pro, Adobe  PageMill, or equivalent.

Graphics Packages : 

Paint Shop Pro or Corel Photo House

CGI Requirements 

Javascript:  Develop USNA library of useful Javascript codes, resident at central server location.  At this time, the purchase of Java software is not recommended.

Visual Basic:  Support Microsoft Visual Basic 5.0, and develop library of useful Visual Basic codes to reside at a central server location.

CGI Scripting: Due to the inherent security hazards posed by server‑side execution of CGI scripts, the development of new scripts by non‑Information Technology personnel is not recommended. The support of scripting languages (such as Perl, Tcl, C and C++) for CGI programming by non‑ITS personnel is not recommended either. However, the development and hosting of simple, small‑scale CGI scripts (such as Mailto, Guestbook, and Counter scripts) upon the USNA server, available for general use by USNA webmasters is encouraged. The security hazard posed by such scripts, if thoroughly debugged and security‑checked by ITS personnel, is negligible and is outweighed by their applicability and usefulness.

RDBMS : Visual Basic Frontend for Paradox 7

Page Formatting Tools : Site license for Adobe Acrobat.

Web Hardware Tools 

a.  Digital Camera : To be purchased on a departmental or divisional basis. 

b.  Scanners : To be purchased on a departmental or divisional basis.

     b. Management Tools :

Log File Analyzer (TBD)

Missing Link Program : LinkBot

Search Engine(s) 

               

a. Netscape Catalog Server 2.01 

               

b. Netscape Enterprise Server 1.00 

System Monitoring Package (TBD)

Network Monitoring Software (TDB)

2. Projected Needs 

Video : RealVideo player or equivalent.  Beyond this, no recommendations pending the resolution of digital video standards, which will probably take place over the next two years.

Sound : RealAudio player or equivalent.  Also, purchase RealSystem 5.0 for the creation of sound files.

Animation :  RealFlash player or equivalent.

VRML: No current recommendation.

3. Recommendations From Other Committees 

Users & Functionality

          Chat Room and BBS Software: WebBoard 2.0

Architecture Committee 

         


 IntraNet Solution (TDB)

Security & Network Committee 

          


Server Software Change to Support Authentication (TDB)

D. Management Issues & Recommendations
1. Project Management
Webmasters Users Group Charter

Webmasters Users Group

Complete USNA Policy and Guidelines

Policy Education Mechanism

Enforcement of Policy and Standards

Managing Contractors

Centralized vs Decentralized Management Issues

Maintaining an accurate list of current webmasters and content providers

2. Information Management
Content Development and Assistence

Content Review

Co-operation between Public Affairs, JAG, and Webmaster

Appropriate Information Restriction Mechanism(s)

Search Engine(s)

Design Team

Internet-Intranet Issues

Missing Links Programs

3. System Management
Server Software Selection and Maintenance

Operating System/Server Software configurations to support COTS

Integration of COTS solutions with existing server software

Support of public and private cgi-bin software

Application of security recommendations

Log analyzing software

System Resource Monitoring

System Maintenance Procedures

Backups and Restores

Failover Solutions

IP Sweeper Software

Network Monitoring and Impact Software

4. Future Actions
Provide guidance for authentication mechanism

Provide guidance for the use of Chat Room & BBS software

E. Changes To USNA Policy Statement

Recommended Changes to Existing USNA Policy Statement 

1. Changes from Experience

ECAs wanting accounts/pages need written approval from their respective Officer Representative.

Company's/Battalions wanting accounts/pages need written approval from their respective Officer Representative.

As a rule, we don't encourage reciprocal links to other sites. This avoid the potential for endorsement and favoritism.

If your area is going to contract out for www development services, inform institutional webmaster.

If your area is using off‑site resources to represent you, inform the institutional webmaster.

No contractor shall have access to our equipment. If a contractor develops your www site and the final product is to reside on USNA machine(s), have the contractor submit work to a USNA point of contact, we review, and we install. 

2. Changes based upon DoD Policy

          

Add these link references to the USNA WWW Policy Statement : New Department of Defense Policy, Department of the Navy Guidelines, and Prohibited Use of Internet Services as defined by DISA.

[ from sec 3.7 ] When using appropriated funds, you may not display sponsorship or commercial advertisements.

[ from sec 4.1.2 ] Establish a security certification procedure.

[ from sec 4.2 & 4.5.1.4 ] No product endorsements will be on DoD systems. You may not require a visitor to use a specific browswer to view your pages. This includes vendor logos. Only text or hyperlinked text pointing to a software download site is permissible.

[ from sec 4.5.1.1 ] External links must support the mission of the Naval Academy. No more links to your favorite music group or TV program.

[ from sec 4.10.3 ] We may not collect information from visitor's systems such as their visited site list, email addresses, or other information to build user profiles on individual users. If we decide to use "cookies", then the visitor must be warned. 

3. Changes based upon Department of Navy Policy

Avoid links to specific vendors who are selling services and/or products to the Government.

The name, operational code, phone #, email address, and date of last revision will be included in the Source Code [ clarification pending ]

4. Unresolved Issues :

All Policy associated with an intranet.

Do we want to allow page counters ? 

Do we want to establish standard, institution‑wide headers and footers ?

Do we want to establish standard background colors, text color, and font type ?

F. Security Recommendations

There should be organized meetings of web masters of departmental servers for updates on security issues.

When guidelines for security are established and new security updates are posted they need to be sent to www‑masters@mlist.nadn.navy.mil so everyone is aware of them.

Faculty and staff need to be shown "the better way" so they will use centralized vs. decentralized web services.

Built‑in SSL will probably work OK for our encryption needs as many people here aren't sending classified or otherwise secure information. Other forms of asymmetric cryptographic systems, such as S/MIME, can be employed as necessary.

A WWW Security Checklist Page has been created that summarizes guidelines so the rest of us don't have to sort though the CERT advisories and FAQs to find the bottom line important information.

Recommended Software Systems
It's been decided that NES fits our current and future security needs for distributing information on the WWW.

Both Communicator and IE provide excellent security features and people will want to use both. Detailed information can be found on the WWW Security Checklist Page to help aid in the use of both packages.

Policy issues that have not yet been discussed :

Client/Server application software in the form of Java, ActiveX, and CGI and the implications of using such software has not yet been discussed. 

How to develop our own in-house expertise.

Coordinate with USNA Information Systems Security Officer.

Coordinate Efforts and Information with the Institutional Security Project.

G. Recommendations To Increase Reliability

Systems must be properly supported by systems administrators and operators.

Systems should be in climate controlled environments.

Systems should be on Uninterrupted Power Supplies.

Systems should be backed up at least once a day.

Short Term Web Server Recommendations :

Increase disk space.

Add RAID Disk Technology to webster.

Identify or build a backup/failover machine.

Due to COTS requirements, identify or build an NT server.

Long Term Web Server Recommendations :

Re-evaluate system requirements in the next 6 to 12 months.  USNA may have to

roughly double the existing capability of webster or establish a functionally equivalent

solution.

2 CPU at 300 Mhz
½ gig memory
12 gig disk space

RAID technology

Tape Drive

CD-Rom

High speed network connection

ATM connection

64 bit bus

Other

Hardware/software requirements of LDEP or LDEP equivalent.

H. Items for Budget Consideration

1. System Purchases and Upgrades

1998
a. Identify an NT Server ( hardware/software )

-  Currently available for free

b. Short term solution for existing web server :

-  add disk space.

-  add RAID Disk Technology to webster.

Cost Projection : $ 15,000

c. Identify or build a backup/failover machine.

-  Not charged to this project.

1999
a. Long term solution

2 CPU at 300 Mhz
½ gig memory
12 gig disk space

RAID technology

Tape Drive

CD-Rom

High speed network connection

ATM connection

64 bit bus

At this time, we are looking at a Windows NT Solution. 

Cost Projection : $ 50,000

2. Software Support

1998
Development

Advanced HTML Development Tool (TDB)

Graphics Package : Paint Shop Pro

Database Front End : Visual Basic

Site License for Adobe Acrobat

Chat Room Software and BBS : WebBoard

Management
Authentication Solution (TBD)

Intranet Solution (TBD)

Log File Analyzer (TBD)

Missing Link Program : LinkBot
System Monitoring Package(s) (TBD)

Network Monitoring Package(s) (TBD)

Cost Projection : $ 20,000

3. Web Training
Bring in a contractor to create and teach several classes.

Cost Projection : $15,000

4. Wish List
Additional, full time web person(s).

Cost Projection : GS 7-12

Section IV.  Committee Reports
Committee Reports are available on-line as web pages.  They can be found at :

http://www.nadn.navy.mil/Masters/members.htm
Reports are available from the following Committees :

Uses And Functionality

Architecture

Tools

Management

Policy

Security

Reliability

Training Plan

Network & Systems Impact
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