MAGNETIC STRIPE TEXCHNOLOGY
[image: image1]   This paper is a discussion of the technology used in the “magnetic stripe” , or magstripe, which is found  on credit cards and common access cards.  The magstripe is made from a ferromagnetic material.   Ferromagnetic materials are substances that retain magnetism after an external magnetizing field is removed.  This principle is the basis of all magnetic recording and playback.  Magnetic poles always occur in pairs within magnetized material, and magnetic flux lines emerge from the “north” pole and terminate at the “south” pole. The elemental parts of magnetic stripes are ferromagnetic particles about 20 millionths of an inch long, each of which acts like a tiny bar magnet.  These particles are rigidly held together by a resin binder. When making the magstripe media, the elemental magnetic particles are aligned with their North-South axes parallel to the magnetic stripe by means of external magnetic fields while the binder hardens.

   These particles are actually permanent bar magnets with two stable polarities.  If a magnetic particle is placed in a strong external magnetic field of the opposite polarity, it will flip its own polarity (North becomes South, South becomes North).  The external magnetic field strength required to produce this flip is called the coercive force, or coercivity, of the particle. Magnetic pigments are available in a variety of coercivities.   An un-encoded magstripe is actually a series of North-South magnetic domains (see Figure 1).  The adjacent N-S fluxes merge, and the entire stripe acts as a single bar magnet with North and South poles at its ends.
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Figure 1 

   However, if a S-S interface is created somewhere on the stripe, the fluxes will repel, and we get a concentration of flux lines around the S-S interface. (same with N-N interface)  Encoding consists of creating S-S and N-N interfaces, and reading consists of detecting them.  The S-S and N-N interfaces are called flux reversals. 
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Figure 2

  The external magnetic field used to flip the polarities is produced by a solenoid which can reverse its polarity by reversing the direction of current.  Moving the magstripe past the solenoid gap will cause a polarity change in the elemental magnetic particle which will produce a single flux reversal (see Figure 3).    Flux reversals represent data. To erase a magstripe, the encoding head is held at a constant polarity and the entire stripe is moved past it.
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Figure 3

So, we now know that flux reversals are only created the instant the solenoid changes its polarity.  If the solenoid in Figure 3 were to remain at its current polarity, no further flux reversals would be created as the magstripe moves from right to left.  But, if we were to change the solenoid gap polarity from NS to *SN*, then a *N-N* flux reversal would instantly be created.  An encoded magstripe is therefore just a series of flux reversals (NN followed by SS followed by NN ...).


How are flux reversals read and interpreted as data?  Another solenoid called a read head is used to detect these flux reversals.  The read head operates on the principle of electromagnetic reciprocity: current passing through a solenoid produces a magnetic field at the gap, therefore, the presence of a magnetic field at the gap of a solenoid coil will produce a current in the coil.  The strongest magnetic fields on a magstripe are at the points of flux reversals.  These are detected as voltage peaks by the reader, with +/- voltages corresponding to NN/SS flux reversals. (see Figure 4).

magstripe---> -------NN--------SS--------NN---------SS------

                              voltage-----> ….......+...............-…..........+…...........-.........


Figure 4
     The most common technique used to encode data is known as Aiken Biphase, or 'two-frequency coherent-phase encoding'.  Data is encoded in bit cells.  The '1' signals are exactly twice the frequency of '0' signals.  Therefore, while the actual frequency of the data passing the read head will vary due to swipe speed, the '1' frequency will always be twice the '0' frequency.  

Now, we're all familiar with binary and how numbers and letters can be easily represented in binary fashion. There are an infinite number of possible standards, but the American National Standards Institute (ANSI) and the International Standards Organization (ISO) have chosen 2 standards.  The two ANSI/ISO formats are ALPHA (alphanumeric) and Binary Coded Decimal, or BCD.  These standards allow a great variety of data to be stored on magstripes.  A majority of cards with magstripes use these formats.  There is a more detailed discussion of both of these formats in Appendix A. 

Tracks and Encoding Protocols

The ANSI/ISO standards define 3 tracks, each of which is used for different purposes.  These tracks are defined only by their location on the magstripe, since the magstripe as a whole is magnetically homogeneous.  
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Figure 8

   You can see the exact distances of each track from the edge of the card, as well as the uniform width and spacing.  Data is encoded from left to right. 
ANSI/ISO Track 1,2,3 Standards

   Track   Name         Density     Format    Characters     Function

   -----------------------------------------------------------------------------------------
       1       IATA         210 bpi     ALPHA        79            Read Name & Account

       2       ABA          75 bpi       BCD             40            Read Account

       3       THRIFT     210 bpi     BCD            107           Read Account & Encode Transaction                                        
 Track 1 Layout:     | SS | FC |  PAN  |   Name   | FS |  Additional Data | ES | LRC |

 SS=Start Sentinel "%"

 FC=Format Code

 PAN=Primary Acct. # (19 digits max)

 FS=Field Separator "^"

 Name=26 alphanumeric characters max.

 Additional Data=Expiration Date, offset, encrypted PIN, etc.

 ES=End Sentinel "?"

 LRC=Longitudinal Redundancy Check

Track 2 Layout:     | SS |  PAN  | FS |  Additional Data  | ES | LRC |

 SS=Start Sentinel ";"

 PAN=Primary Acct. # (19 digits max)

 FS=Field Separator "="

 Additional Data=Expiration Date, offset, encrypted PIN, etc.

 ES=End Sentinel "?"

 LRC=Longitudinal Redundancy Check 

Track 3 Layout: Similar to tracks 1 and 2.  Almost never used. 

Track 1, named after the "International Air Transport Association," contains the cardholder's name as well as account and other discretionary data.  This track is sometimes used by the airlines when securing reservations with a credit card; your name just "pops up" on their machine when they swipe your card! Since Track 1 can store much more information, credit card companies are trying to urge retailers to buy card readers that read Track 1.  The problem is that most card readers read either Track 1 or Track 2, but not both.  The installed base of readers currently is biased towards Track 2.  VISA USA is at the front of this 'exodus' to Track 1, to the point where they are offering Track 1 readers at reduced prices through participating banks.  A spokesperson for VISA commented: "We think that Track 1 represents more flexibility and the potential to deliver more information, and we intend to build new services around the increased information."

Track 2, "American Banking Association," (ABA) is most commonly used.  This is the track that is read by ATMs and credit card checkers.  The ABA designed the specifications of this track and all world banks must abide by it.  It contains the cardholder's account, encrypted PIN, and other discretionary data. 


Track 3 is unique.  It was intended to have data read and written on it. Cardholders could have account information updated right on the magstripe.  Unfortunately, Track 3 is pretty much an orphaned standard.  Its original design was to control off-line ATM transactions, but since ATMs are now on-line all the time, it's relatively useless.  

For federal government Common Access Cards, the following layout has been assigned to Track 1: 
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Examples of Data on Magstripes

The next step in our investigation is to illustrate the type of information which currently exists on some typical magstipes.  A few samples of information read from cards are given below.  “Common data”, data that was the same for all cards of a particular type, is highlighted with asterisks (*).  Varying data is indicated with "x". In those cases, the number of characters is consistent (the number of "x"s equals the number of characters...one to one relationship).

=Mastercard=  Number on front of card -> 1111 2222 3333 4444   Expiration date -> 12/99 

Track 1 (ALPHA,210 bpi)-> %B1111222233334444^PUBLIC/JOHN?
Track 2 (BCD,75 bpi)-> ;1111222233334444=99121010000000000000?

Note that the "101" was common to all MC cards checked, as well as the "B".
=VISA= Number on front of card -> 1111 2222 3333 4444    Expiration date -> 12/99

Track 1 (ALPHA,210 bpi)-> B1111222233334444^PUBLIC/JOHN^9912101xxxxxxxxxxxxx?

Track 2 (BCD,75 bpi)-> ;1111222233334444=9912101xxxxxxxxxxxxx?

Note that the "101" was common to all VISA cards checked, as well as the "B". Also, the "xxx" indicates numeric data that varied from card to card, with no apparent pattern.  This is most commonly the encrypted pin for use when cardholders get 'cash advances' from ATMs.  In every case, though, there were 13 digits of the information.
=Discover=  Number on front of card -> 1111 2222 3333 4444    Expiration date -> 12/99

Track 1 (ALPHA,210 bpi)-> %B1111222233334444^PUBLIC/JOHN___^991210100000?

Track 2 (BCD,75 bpi)-> ;1111222233334444=991210100000?
Note, the "10100000" and "B" were common to most DISCOVER cards checked.

A few had "10110000" instead.  Note the underscores after the name JOHN.  The name data field consistently had 26 characters.  Names longer than 25 (exclude the "/") characters appeared to be truncated. 
=US Sprint FON=  Number on front of card -> 111 222 3333 4444

Track 1 (ALPHA,210 bpi)-> %B^ /^^xxxxxxxxxxxxxxxxx?
Track 2 (BCD,75 bpi)-> ;xxxxxx11122233339==xxx4444xxxxxxxxxx=?

None of the cards had names in the Track 1 fields.  Track 1 looks unused, yet it was always formatted with field separators.  The "xxx" stuff varied from card to card with no apparent  pattern, most likely account data. 

=Fleet Bank=  Number on front of card -> 111111 222 3333333

                        Expiration date -> 12/99

Track 1 (ALPHA,210 bpi) ->

         %B1111112223333333^PUBLIC/JOHN___^9912120100000000000000xxxx000000?
Track 2 (BCD,75 bpi)-> ;1111112223333333=9912120100000000xxxx?

Note that the "xxx" data varied.  This is the encrypted PIN offset, always 4 digits in length.   The "1201" was always the same.  In fact, many ATM cards from different banks had "1201" in that space. 
As you can see, the major types of cards (ATMs, CC) all follow similar.  A number of security passcards and timeclock entry cards were surveyed and they all had random stuff written to Track 2.  Track 2 is by far the most utilized track on the card.  The format is usually ANSI/ISO BCD.  Some hotel room access cards scanned were garbled.  They most likely used a character set other than ASCII (if they were audio tones, the reader would have put out nothing as opposed to garbled data).  
A Bit About Magstripe Equipment 

For obvious reasons, card readers are not made commonly available to consumers.  There are different kinds of magstripe readers/encoders.  The most common ones are "swipe" machines: the type you have to physically slide the card through. Others are "insertion" machines: like ATM machines they 'eat' your card, then regurgitate it after the transaction.  Another problem is documentation for these machines.  
Magstripe Coercivity

Magnetic stripes themselves come in different flavors.  The coercivity of the magnetic media must be specified.  The coercivity is the magnetic field strength required to demagnetize an encoded stripe, and therefore determines the encode head field strength required to encode the stripe.  A range of media coercivities are available ranging from 300 Oersteds to 4,000 Oe.  That boils down to high-energy magstripes (4,000 Oe) and low-energy magstripes (300 Oe).


Since all magstripes have the same magnetic remanence regardless of their coercivity, readers cannot tell the difference between high and low energy stripes.  Both are read the same by the same machines.  Low-energy media is most common.  It is used on all financial cards, but its disadvantage is that it is subject to accidental demagnetization from contact with common magnets (refrigerator, TV magnetic fields, etc.).  But these cards are kept safe in wallets and purses most of the time.  High-energy media is used for ID Badges and access control cards, which are commonly used in 'hostile' environments (worn on uniform, used in stockrooms).  Normal magnets will not affect these cards, and low-energy encoders cannot write to them.

Not All that Fluxes is Digital 

Not all magstripe cards operate on a digital encoding method.  Some cards encode audio tones as opposed to digital data.  These cards are usually used with old, outdated, industrial-strength equipment where security is not an issue and not a great deal of data need be encoded on the card.  Some subway passes are like this.  They require only expiration data on the magstripe, and a short series of varying frequencies and durations are enough.  Frequencies

will vary with the speed of swiping, but relative frequencies will remain the same (for instance, tone 1 is twice the freq. of tone 2, and .5 the freq of tone 3, regardless of the original frequencies).  
Conclusion


Hopefully you now have a better understanding of the technology surrounding magnetic stripes. They will most likely be around for awhile. 

APPENDIX A

The two ANSI/ISO formats are ALPHA (alphanumeric) and Binary Coded Decimal, or BCD.  These standards allow a great variety of data to be stored on magstripes and are the most common data formats used in magstripes.  
ANSI/ISO BCD Data Format


The first standard we will discuss is the ANSI/ISO BCD data format.  This is a 5-bit Binary Coded Decimal format.  It uses a 16-character set, which uses 4 of the 5 available bits.  The 5th bit is an ODD parity bit, which means there must be an odd number of 1's in the 5-bit character, i.e. the parity bit will 'force' the total to be odd.  Also, the Least Significant Bits are read first on the strip.  (See Figure 6.)
  The sum of the 1's in each case is odd, thanks to the parity bit.  If the read system adds up the 5 bits and gets an even number, it flags the read as error, and you must scan the card again.   
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The magstripe begins with a string of zero bit-cells to permit the self-clocking feature of biphase to "sync" and begin decoding. A "Start Sentinel" character then tells the reformatting process where to start grouping the decoded bitstream into groups of 5 bits each.  At the end of the data, an "End Sentinel" is encountered, which is followed by a Longitudinal Redundancy Check (LRC) character.  The LRC is a parity check for the sums of all b1, b2, b3, and b4 data bits of all preceding characters.  The LRC character will catch the remote error that could occur if an individual character had two compensating errors in its bit pattern (which would fool the 5th-bit parity check).  
   The START SENTINEL, END SENTINEL, and LRC are collectively called "Framing Characters", and are discarded at the end of the reformatting process. 
ANSI/ISO ALPHA Data Format 
   The next standard we will discuss is the ANSI/ISO ALPHA data format.  Alphanumeric data can also be encoded on magstripes.  The second ANSI/ISO data format is ALPHA (alphanumeric) and involves a 7-bit character set with 64 characters.  As before, an odd parity bit is added to the required 6 data bits for each of the 64 characters.  See Figure 7.

ANSI/ISO ALPHA Data Format

   * Remember that b1 (bit #1) is the LSB (least significant bit)!  

   * The LSB is read FIRST!

   * Hexadecimal conversions of the Data Bits are given in parenthesis (xH).

         ------Data Bits-------   Parity

         b1  b2  b3  b4  b5  b6     b7    Character   Function

          0   0   0   0   0   0     1      space (0H) Special

          1   0   0   0   0   0     0        ! (1H)      "

          0   1   0   0   0   0     0        " (2H)      "

          1   1   0   0   0   0     1        # (3H)      "

          0   0   1   0   0   0     0        $ (4H)      "

          1   0   1   0   0   0     1        % (5H)   Start Sentinel

          0   1   1   0   0   0     1        & (6H)   Special

          1   1   1   0   0   0     0        ' (7H)      "

          0   0   0   1   0   0     0        ( (8H)      "

          1   0   0   1   0   0     1        ) (9H)      "

          0   1   0   1   0   0     1        * (AH)      "

          1   1   0   1   0   0     0        + (BH)      "

          0   0   1   1   0   0     1        , (CH)      "

          1   0   1   1   0   0     0        - (DH)      "

          0   1   1   1   0   0     0        . (EH)      "

          1   1   1   1   0   0     1        / (FH)      "

          0   0   0   0   1   0     0        0 (10H)    Data (numeric)

          1   0   0   0   1   0     1        1 (11H)     "

          0   1   0   0   1   0     1        2 (12H)     "

          1   1   0   0   1   0     0        3 (13H)     "

          0   0   1   0   1   0     1        4 (14H)     "

          1   0   1   0   1   0     0        5 (15H)     " 

          0   1   1   0   1   0     0        6 (16H)     "

          1   1   1   0   1   0     1        7 (17H)     " 

          0   0   0   1   1   0     1        8 (18H)     "

          1   0   0   1   1   0     0        9 (19H)     "

          0   1   0   1   1   0     0        : (1AH)   Special

          1   1   0   1   1   0     1        ; (1BH)      "

          0   0   1   1   1   0     0        < (1CH)      "

          1   0   1   1   1   0     1        = (1DH)      "

          0   1   1   1   1   0     1        > (1EH)      "

          1   1   1   1   1   0     0        ? (1FH)   End Sentinel

          0   0   0   0   0   1     0        @ (20H)   Special   

          1   0   0   0   0   1     1        A (21H)   Data (alpha) 

          0   1   0   0   0   1     1        B (22H)     "

          1   1   0   0   0   1     0        C (23H)     "

          0   0   1   0   0   1     1        D (24H)     " 

          1   0   1   0   0   1     0        E (25H)     "

          0   1   1   0   0   1     0        F (26H)     "  

          1   1   1   0   0   1     1        G (27H)     "

          0   0   0   1   0   1     1        H (28H)     "

          1   0   0   1   0   1     0        I (29H)     "

          0   1   0   1   0   1     0        J (2AH)     "

          1   1   0   1   0   1     1        K (2BH)     "

          0   0   1   1   0   1     0        L (2CH)     "  

          1   0   1   1   0   1     1        M (2DH)     "

          0   1   1   1   0   1     1        N (2EH)     "   

          1   1   1   1   0   1     0        O (2FH)     " 

          0   0   0   0   1   1     1        P (30H)     "

          1   0   0   0   1   1     0        Q (31H)     "  

          0   1   0   0   1   1     0        R (32H)     "

          1   1   0   0   1   1     1        S (33H)     "

          0   0   1   0   1   1     0        T (34H)     "

          1   0   1   0   1   1     1        U (35H)     "

          0   1   1   0   1   1     1        V (36H)     "

          1   1   1   0   1   1     0        W (37H)     "

          0   0   0   1   1   1     0        X (38H)     "  

          1   0   0   1   1   1     1        Y (39H)     "

          0   1   0   1   1   1     1        Z (3AH)     "

          1   1   0   1   1   1     0        [ (3BH)    Special

          0   0   1   1   1   1     1        \ (3DH)    Special

          1   0   1   1   1   1     0        ] (3EH)    Special

          0   1   1   1   1   1     0        ^ (3FH)    Field Separator

          1   1   1   1   1   1     1        _ (40H)    Special

              ***** 64 Character 7-bit Set *****

                  * 43 Alphanumeric Data Characters

                  * 3 Framing/Field Characters

                  * 18 Control/Special Characters

Figure 7

ANSI/ISO BCD Data Format





 * Remember that b1 (bit #1) is the LSB (least significant bit)!


  * The LSB is read FIRST!


  * Hexadecimal conversions of the Data Bits are given in parenthesis (xH).


       


        --Data Bits--   Parity 


        b1  b2  b3  b4   b5    Character  Function


                                 


        0   0   0   0    1        0 (0H)    Data


        1   0   0   0    0        1 (1H)      " 


        0   1   0   0    0        2 (2H)      " 


        1   1   0   0    1        3 (3H)      " 


        0   0   1   0    0        4 (4H)      " 


        1   0   1   0    1        5 (5H)      " 


        0   1   1   0    1        6 (6H)      " 


        1   1   1   0    0        7 (7H)      " 


        0   0   0   1    0        8 (8H)      " 


        1   0   0   1    1        9 (9H)      " 


        0   1   0   1    1        : (AH)    Control


        1   1   0   1    0        ; (BH)    Start Sentinel


        0   0   1   1    1        < (CH)    Control


        1   0   1   1    0        = (DH)    Field Separator


        0   1   1   1    0        > (EH)    Control


        1   1   1   1    1        ? (FH)    End Sentinel








           ***** 16 Character 5-bit Set *****


                10 Numeric Data Characters


                3 Framing/Field Characters


                3 Control Characters 
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